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Foreword 
 
The USAF is vitally dependent on capabilities delivered or enabled by military, Intelligence 
Community (IC), civil, and some commercially-available space assets.  Vulnerabilities in our 
space systems could result in the loss of critical space-based capabilities, such as 
communications, Positioning, Navigation and Timing (PNT), and Intelligence, Surveillance, and 
Reconnaissance (ISR) that directly support our warfighters.  Threats to our space systems, 
including assets in space, on the ground, and links between them, appear to be increasing.  It 
would be expensive and difficult to replace these assets. 
 
This study addresses the spectrum of our military reliance on space systems, the threats to those 
systems, their vulnerabilities, and appropriate response actions.  It also considers the current state 
of integration of the nation’s ground and space capabilities for rapid detection, assessment of and 
response to potential attack and offers recommendations on technological and operational 
options for improving the survivability of current and future United States (U.S.) space systems.  
This study was conducted in response to a request by the Secretary of the Air Force (SECAF) 
and the Chief of Staff of the Air Force (CSAF). 
 
The Space Survivability study team conducted an extensive set of visits to all relevant USAF and 
IC organizations and key operations centers, as well as key joint commands.  The team reviewed 
numerous briefings concerning the threat and current operations, systems, and procedures, as 
well as proposed future survivability improvements.  The assistance of these organizations was 
essential to the completion of our effort.  It was their involvement that guided the study team 
toward the findings, concepts, conclusions, and recommendations that comprise this study.  The 
study team greatly appreciates the cooperation of these organizations, and acknowledges the 
valuable contributions their efforts made to this study. 
 
The undersigned also wish to acknowledge the outstanding effort put forth by the SAB 
Secretariat, the members of the Space Survivability study team, the study Executive Officers, 
and the Technical Writer in the preparation of this study – whatever value is found in this work is 
attributable to them. 
 

    
 
Dr. Grant Stokes     Mr. Howard K. Schue 
Space Survivability Study Chair   Space Survivability Study Vice Chair 
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United States Scientific Board Report on Space Survivability 

Introduction 
The USAF is vitally dependent on capabilities delivered or enabled by military, IC, civil, and 
some commercially-available space assets.  This study addresses the spectrum of our military 
reliance on space systems, the threats to those systems, their vulnerabilities, and appropriate 
response actions.  It also considers the current state of integration of the nation’s ground and 
space capabilities for rapid detection, assessment of and response to potential attack and offers 
recommendations on technological and operational options for improving the survivability of 
current and future United States space systems.  This study was conducted in response to a 
request by the SECAF and the CSAF. 
 
Study Approach 
The Space Survivability study team conducted an extensive set of visits to all relevant USAF and 
IC organizations and key operations centers, as well as key joint commands.  The team reviewed 
numerous briefings and over 200 previous studies concerning the threat and current operations, 
systems, and procedures, as well as proposed future survivability improvements.  These 
materials varied widely in currency, scope, depth, and technical rigor.  They also differed in their 
consideration of response actions, and the extent to which they addressed the impact on users of 
the space systems.  Overall, these visits and studies provided a valuable foundation for the work 
of the study team. 
 
Summary of Findings 
The capability of the U.S. to project military power globally relies on key tenets, including 
enhanced lethality of light forces, global situation awareness, information dominance, and 
precision engagement with little collateral damage.  These asymmetric capabilities in turn are 
fundamentally enabled by, and reliant on, space-provided and space-delivered services.  The 
space services include ISR, PNT, communications, missile warning, environmental monitoring, 
and nuclear detonation detection and location.  This space-provided advantage possessed by the 
U.S. has led to a scaling of the military enterprise, including the logistics chain, manning, and 
force composition, so that it has become dependent upon capabilities provided by space-based 
assets.  Simultaneously, the availability of alternatives and of redundant capabilities has 
diminished. 
 
The asymmetric advantage possessed by the U.S. and its increasing reliance on space systems 
has been well demonstrated over the past 15 years of almost continuous conflicts, starting with 
OPERATION DESERT STORM and continuing today with OPERATION IRAQI FREEDOM.  
This advantage was perfected and demonstrated during a time, following the collapse of the 
Soviet Union, when there have been essentially no credible threats to space assets.  However, in 
the current epoch potential adversaries, from terrorist cells to potential peer competitors, have 
clearly noticed the extent to which the U.S. leverages its space capabilities to produce military 
effects.  That notice had led to the development, and in some cases testing and operations, of 
capabilities intended to impede operation of space assets.  Potential threats include attacks on 
ground stations and links, laser weapons, jamming, nuclear detonations, and kinetic kill by 
microsats and other space-based systems.  Many of these capabilities have been developed to the 
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point that employment will not be a question of technology, but rather of intent.  The 
development cycle time for threats to U.S. space assets is significantly shorter than the 
development cycle time for U.S. space systems.  Our assessment is that space is no longer a 
sanctuary. 
 
The benign threat environment of the past 15 years has led to a degree of complacency 
concerning the survivability of our space systems.  During this period, the capabilities that the 
U.S. possessed during the Cold War to assess and potentially counter threats to space systems 
have diminished.  These capabilities include intelligence collection and analysis, Space Situation 
Awareness (SSA), training of space system operators and warfighters in an environment of 
degraded space services, and a robust Science and Technology (S&T) program for the 
development of survivability technologies. 
 
In establishing the recommendations to address the quickly changing threat environment and the 
degrading survivability posture of the nation’s space capability, the team recognized the USAF’s 
successful Red/Blue Team for air vehicle survivability program.  This effort was started during 
the 1970’s in response to the high losses experienced in Vietnam, and over the past 30+ years has 
successfully reduced the losses to essentially zero.  The recommendations of this study draw 
upon the proven elements of the Red/Blue Team approach. 
 
Recommendations 
At the outset of this study, the team recognized that in order to be accepted and implemented, the 
recommendations had to be affordable and largely executable within the authority of the USAF.  
The following recommendations are intended to guide the establishment of a long-term space 
survivability program, while identifying areas where immediate efforts will yield high payoff. 
 
Recommendation #1 – Establish independent Red Team/Blue Team structure for space 
survivability.  This recommendation will require the personal interest of SECAF and CSAF to 
implement and succeed.  The Red Team is intended to follow the successful model established 
by the Air Vehicle Survivability process of providing an objective, respected and enduring 
presence to guide the space survivability mission.  The Red Team will challenge and aid the 
evolution of the space architecture.  The Air Force’s Blue Team is comprised of the Air Force 
enterprise that develops new approaches and systems for space survivability to counter current 
and emerging threats. 
 
Recommendation #2 – Immediately establish a responsive SSA capability that meets space 
survivability needs.  The use of data from existing systems can quickly improve the nation’s 
SSA capability.  The first step is to knock down impediments to data access for operators and 
tool developers and establish the “need to share.”  Once the data are made available, a scalable, 
net-centric architecture for SSA enabling early capability insertion and rapid incremental 
evolution should be developed as the basis of the SSA system.  Finally, the program of record for 
space survivability, Rapid Attack Interference Detection and Reporting System (RAIDRS), 
should be incorporated into the net-centric architecture described above. 
 
Recommendation #3 – Engage the community to increase the survivability of the entire 
space enterprise.  This recommendation recognizes that the USAF provides many of the key 
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elements of the nation’s space enterprise, but that there are other organizations that control 
capabilities that the USAF is dependent upon to conduct operations.  In that vein, the USAF 
should work to establish integrated space survivability operations to include military IC, civil, 
and commercial space systems.  In support of that role, the USAF should provide the 14th Air 
Force and Joint Space Operations Center (JSpOC) with adequate resources to execute their 
leadership in space survivability operations.  In addition, the USAF should develop an integrated 
space survivability plan and architecture, and coordinate survivability Research and 
Development (R&D) with mission partners.  The S&T portfolio and near-term acquisitions 
should be adjusted to strengthen space system survivability attributes. 
 
Recommendation #4 – USAF should exert influence to increase priority for strategic space 
intelligence.  The USAF should request that more intelligence community support be focused on 
threats to space systems and the intent to use them.  This is intended to develop a better basis for 
system requirements for systems that will impact the nation’s capabilities for more than 25 years. 
 
Recommendation #5 – Develop, mature, and practice space survivability strategies, 
Concept of Operations, and Tactics, Techniques and Procedures (TTPs) for operators of 
space systems.  Operators of space systems must be trained to operate in degraded space 
environments.  Integrated operational expertise and tactics should be developed across the 
military, IC, civil, and commercial systems.  In addition, plausible, but not necessarily validated 
threats should be used in the training. 
 
Recommendation #6 – Train and test warfighters to fight with degraded space capabilities.   
USAF commands should train and test to ensure mission effectiveness in degraded space 
capabilities environments.  In addition, the USAF should work with the joint community to 
develop doctrine, TTPs, and exercises for operations in degraded space services environments.  
Plausible, but not necessarily validated threats should be used in the training. 
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Appendix A: Terms of Reference 
 
Here below are the full Terms of Reference for the Space Survivability Study as directed by the 
Secretary of the Air Force: 

 

SECAF approved 10 Jan 06 Approved for Public Release by SAF/PAX 6 Feb 06 
 

USAF Scientific Advisory Board 
Small Summer Study 

FY 2006 
Space Survivability 
Terms of Reference 

Background 
 
The USAF is vitally dependent on capabilities delivered or enabled by military, intelligence 
community and some commercially available space assets.  In addition, the Air Force may be 
tasked to defend high value space assets in the event of hostilities.  Ground stations, orbiting 
assets and the links between them are vulnerable to conventional and non-conventional 
countermeasures.  Vulnerabilities include, for example, attacks on ground stations and links, and 
the effects of laser weapons, jamming, nuclear detonations and kinetic kill by microsats and 
other space-based systems.  These vulnerabilities could be critical in that both ground stations 
and satellites are difficult and expensive to replace rapidly.  In addition, the corrosive effects of 
the space environment may degrade system capabilities in ways not immediately distinguishable 
from intentional acts. 

Currently the Air Force is investing in and maintaining many critical space systems and their 
infrastructures.  The Air Force is also investing in several programs on SSA, OCS, and DCS.  
These programs are apparently not well integrated in either planning, execution or staffing.  The 
liability of this is to leave some important capabilities unmet, potentially inducing critical 
vulnerabilities.  Taken together, these Air Force programs must comprise an integrated and 
comprehensive set of options for gaining and maintaining survivability of the components of 
U.S. national security space systems, and for the planned graceful degradation or substitution if 
necessary. 

 

Study Products 
 
Briefing to SAF/OS and AF/CC in June 2006.  Publish report in October 2006. 
 

 

 

Charter 
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• Develop a comprehensive system understanding of the spectrum of reliance on space 

systems, threats, vulnerabilities and responses options needed. 

• Review and assess previous studies, current programs and R&D activities by government and 
contractor organizations. 

• Determine how well these efforts are addressing the integration of all ground and space 
elements for rapid detection, assessment of and response to potential attack. 

• Make recommendations on technological and operational options, including an assessment of 
the existing portfolio of SSA, OCS, and DCS programs for mitigating current and future U.S. 
space vulnerabilities. 
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Appendix C: Acronyms and Abbreviations 
 
CSAF Chief of Staff of the Air Force 
DCS Defensive Counter Space 
IC Intelligence Community 
ISR Intelligence, Surveillance and Reconnaissance  
JSpOC Joint Space Operations Center 
OCS Offensive Counter Space 
PNT Position, Navigation and Timing 
R&D Research and Development 
RAIDRS Rapid Attack Interference Detection and Reporting System 
SAB Scientific Advisory Board 
S&T Science and Technology 
SECAF Secretary of the Air Force 
SSA Space Situational Awareness 
TTPs Tactics, Techniques and Procedures 
U.S. United States 
USAF United States Air Force
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